The goal of this article is to analyse the Slovak legislation of preservation and rendition of computer data in accordance with section 90 of the Criminal Procedure Code, which was implemented in the Slovak legal order under the Convention on Cybercrime, Budapest, 23. 11. 2001. In particular, article 16 of the Convention on Cybercrime obliges the member states to adopt necessary legislative and other measures as may be necessary to enable its competent authorities to order or similarly obtain the expeditious preservation of specified computer data, including traffic data, that has been stored by means of a computer system, in particular where there are grounds to believe that the computer data is particularly vulnerable to loss or modify. In addition, the article examines the effects of the legislation adopted in practice, including the correlation problems that the legislator has not deal with and also brings up-to-date results of the fight against cybercrime.
Introduction
Computers and the Internet have become a common part of human life, through which we provide daily work, personal and social needs. Unfortunately, this trend brings negatives in the form of committing criminal activities using computer technology, whether it be fraudulent acts, hacking, blagging, moral crimes, hate crimes or copyright infringement etc. It is an environment that is anonymous, the offender is usually not at the scene of the crime, and the victim is ashamed that they were bumped. 1 The data and information stored on the 1 For general analyses see: CARR, Indira. Computer crime. Routledge, 2017; IGLEZAKIS, Ioannis. The Legal Regulation of Cyber Attacks. Wolters Kluwer, 2016; CARR, Indira, WILLIAMS, Katherine, S. Computers and law. Intellect Books, 1994; or VALUCH, Jozef; GÁBRIŠ Tomáš; HAMUĽÁK, Ondrej. Cyber attacks, information attacks, and postmodern warfare. Baltic Journal of Law & Politics, 2017, vol. 10, no. 1, pp. 63-89. information carriers can be easily manipulated including their complete deletion so cybercrime is so hard to detect.
In the year of 2001, a Convention on cybercrime was adopted by the Committee of Ministers of the Council of Europe (hereinafter referred to as Convention), to "deter action directed against the confidentiality, integrity and availability of computer systems, networks and computer data as well as the misuse of such systems, networks and data by providing for the criminalisation of such conduct, as described in this Convention". 2 It obliges member states to criminalise such behaviour and to adopt powers sufficient to effectively deter such offences, to facilitate the detection, investigation and prosecution of such offences at national and international level, and to establish mechanisms for swift and reliable international cooperation.
The Convention contains substantive (chapter II, Part 1) and procedural provisions (chapter II, Part 2), defines the basic concepts (Chapter I, article 1) and governs international cooperation (chapter III), i.e. constitutes a comprehensive tool to deter computer crime. Its adoption was preceded by two recommendations of the Committee of Ministers of the Council of Europe, the first 3 of 1989 on computer-related crime, establishing guidelines for national legislators on the definition of certain computer crimes, and the other 4 in 1995 on problems of criminal procedural law related to information technology. The Convention was signed by all states of the Council of Europe except the Russian Federation. Given its importance, the Convention is open to signature by non-member states of the Council of Europe (19 non-member states have so far ratified) 5 . The Convention was adopted by an additional protocol concerning the criminalisation of acts of a racist and xenophobic nature committed through computer systems (hereinafter referred to as the Protocol) 6 . The purpose of this Protocol is to supplement the provisions of the Convention as regards the criminalisation of acts of a racist and xenophobic nature committed through computer systems. For law enforcement authorities, the detection of cyber crimes due to the anonymity of the environment and the cross-border dimension is very intricate and without adequate legal means, evidence of this crime cannot be obtained. 7 At the same time, fundamental human rights must be adequately protected in order to avoid conflicts between legal instruments of the Criminal Procedure Code and guaranteed human rights and freedoms of individuals.
Preservation and rendition of computer data under section 90 of the Criminal Procedure Code
The Slovak legislators who have also ratified this Convention (12 December 2007, effective since 1 May 2008) have in their Criminal Procedure Code 8 (hereinafter referred to as the c.p.c.) a provision enabling the regulation of accelerated retention of data, disabling access to this data or the deletion of such data (see section 90 Preservation and rendition of computer data). The purpose of this institute is to detect and investigate criminal offences committed via the Internet. This provision is found in the fourth title of c.p.c., called securing people and things. The application of this institute is decided by the Presiding judge and before the prosecution or preliminary proceedings by the Prosecutor (section 90 par 1 c.p.c.).
Basically, according to section 90 c.p.c., two types of orders can be issued. Firstly, the order for the preservation of computer data and the order for the rendition of computer data, the content of which is to: (a) keeping and maintaining the integrity of the data, (b) enabling and retaining copies of the data, (c) preventing access to the data, (d) removing data from the computer (e) releasing the data for the purpose of criminal proceedings. The order is to be justified by factual circumstances, but the scope of which is not defined further. The order is a sui generis decision, it must have a written form and no appeal is admissible against it. And as in the Czech Republic there are no delimitation of offences for which this is possible. Of course, the most significant in terms of interference with the guaranteed right to privacy is the obligation to rendition data for the purposes of criminal proceedings. In this the Slovak legislature went beyond the border of article 16 of the Convention, because it required only the swift retention of data for future exunder-law enforcement authorities.
The order is directed against the person in whose possession or under whose control the data are located or against the service provider -eg. the webhost operator (section 90 par 1 c.p.c.). They may also be required to keep confidential the measures referred to in the order (section 90 par 4 c.p.c.), logically so as not to frustrated the evidence. This specially modified duty of secrecy is directed towards the future 9 .
The information which is the subject of the order is to be issued to the presiding judge or to the prosecutor who issued the order or to another person who is in the order referred to (typically a policeman who is in the case of an investigation -section 90 par 5 c.p.c.). The order may cover all types of data stored in computerized systems or on data carriers where they are relevant to criminal proceedings, but must also be such data that can be made accessible to the prosecuting and adjudicating bodies and specified in an individual order, which is issued for a limited period of time. In the sense of article 16 of the Convention is the preservation of stored data that has already been collected -data preservation. In particular, it will be "data with a short storage period, especially if, according to trade policy, it is deleted after a certain time or is deleted whenever new data is uploaded to the respective medium. This may be due to the nature of the stored data manager or to a lack of secure storage. In the order to retain data and maintain it in the entirety referred to in paragraph 1 a) and to prevent access to the data referred to in paragraph 1 c) the period for which it is to be followed shall be determined." 10 The validity period of a order can take up to 90 days. If the purpose of the order is not reached within a maximum period of 90 days, a new order must be issued (section 90 par 2 c.p.c.). If according to the conclusion of the presiding judge or the prosecutor, further retention of data is no longer necessary for the purposes of criminal proceedings, they shall issue an order to cancel data retention. This provision appears to be redundant in the light of the principle of officiality. 11
Computer data are in accordance with section 90 of the c.p.c. any representation of facts, information or concepts in a form suitable for processing in a computer system, including a program allowing the performance of a function to be ordered by a computer system. As in the Czech legislation "freezing" of data under section 7b par1 of the Criminal Procedure Code 12 , is the purpose of keeping the data already stored -data preservation, therefore this provision does not apply to the blanket retention of data to be stored in the future or which are currently transmitted -data retention. It is necessary to look out for the poorly formulated order (e.g. "to keep all computer data obtained in the future and to maintain confidentiality"). There may be a serious interference with the rights of the investigated without the court's procedural control. Such an order would 9 For more info see below regarding to computer data. Traffic data is any computer data related to communication through a computer system, generated by the computer system that formed part of the communication chain, indicating the origin, destination, route, time, date, volume, durativ, size or type of underlying servis.
A computer system, as defined in section 90 c.p.c., means a PC as a functional unit that can perform computations of all numerical arithmetic and logical operations without human intervention and according to a particular program and which has hardware (harddware) including such as accessories (printer, mouse, scanner, modem) and software, which consists of information-processing programs. 14 Therefore, the computer system cannot be identified with a computer network (e.g. the Internet) and the data stored in the computer system (which can be obtained in accordance with section 90 c.p.c.) cannot be identified with data transmitted through the computer system to the computer network, which at the same time remained "hang" in the computer network on a particular server (i.e. basically they are stored not in the computer system, but in the computer network on the email server).
From the logic of the matter, this provision will apply not only to data stored in the computer system, but also to data stored on other media, the so-called information carriers. It is "any data carrier in information technology, ie material into or on which data can be recorded ("written") and from which data can be retrieved ("read") -eg hard disk (so called "HDD") or hard disk), RAM (memory), floppy disk, CD-R, CD-RW, DVD-R, DVD + R, DVD-RW, DVD + RW, Blu-Ray, USB key, mobile phone. Sound or cinematographic recordings or video recordings, even if recorded on a magnetic tape, cannot be considered as a medium of information. 15 This is an older definition, so over time, and in particular the rapid evolution of computer technology, some carriers are no longer used and have been replaced by new ones. According to other authors "magnetic tapes (typically used for backing up disk arrays), memory cards (generally used in electronics -in digital cameras, laptops, mobile phones, players, etc.) can be considered as information carriers; types are eg SD, mini SD, micro SD, SDHC, xD, SDXC, MemoryStick, etc.). In the view of the author however, we should identify all media capable of storing primarily digital information as information carriers; including tablets, smartphones, e-book readers, and apparently we could include GPS, digital audio and video recorders (iPod), etc. " 16
In the sense of the above definition, we can also consider the so-called cloud storage as information carrier. 17 Cloud storage makes it easy to back up data, share it among different users, and easily access files from multiple devices (laptop, tablet, phone, etc.) . Access depends on your Internet connection. 18 This service allows you to store your data by transferring it over the Internet or other network to a third-party managed off-site storage system (eg mailbox, internet diary, etc.). 19 The disadvantage of this service is both the security risk of data, where there is a risk of unauthorized access to someone else and also violation of privacy, because some providers reserve the right to access this data! A protocol is written on the procedural act under section 90 c.p.c., which is then an important basis for checking the legality of such an intervention. The protocol must contain a sufficiently precise description of the case, withdrawn items, cases (data carrier) or computer data (e.g. name and specification of secured files or partitions of discs) which will enable them to be identified. A person who has rendered a data carrier or computer data or has been withdrawal the data cerrier or computer data, or from which the data carrier or computer data has been recepted, shall issue the authority which carried out the act, without delay, with written confirmation of the receipt of the case or of computer data or a copy of the protocol.
Provision 90 of the Criminal Procedure Code v. provision 116 of the Criminal Procedure Code
Currently prosecuting and adjudicating bodies cannot request content data from a telecommunications service provider without the consent of a court. Canceled clause of section 116 par 4 c.p.c. "Identification and communication of data on telecommunications operations" has related to the content and traffic data transmitted through the computerised system. In accordance with the procedure referred in this paragraph, information on the communicati on of any telecommunications user, the end of the call and the calling number (list of incoming and outgoing calls), the type of service used (telephone call, SMS), date, time, duration of the communication and place of connection (marking of cells-identity of the radio equipment of the mobile network from which the call 20 In addition to section 116 of the c.p.c., the provisions of section 58 par 5 to 7 and section 63 par 6 of act no. 351/2011, collection of laws of the Slovak Republic, electronic communications, which have so far ordered operators to monitor the communication of their users and also the provisions of section 76 par 3 of act no. 171/1993 of collection of laws of the Slovak Republic, police corps, which allowed them to be expose. When comparing the implementation of the canceled provisions of section 116 c.p.c. and section 90 c.p.c. it is interesting that the order to secure and notify the data on the telecommunications operations carried out in writing by the presiding judge and before the commencement of the prosecution or preliminary proceedings of the judge for preparatory proceedings on a proposal from the prosecutor, which had to be justified by the facts. While the order under section 90 par 1c.p.c. may also issue in preliminary proceedings the prosecutor.
A computer network is the interconnection of computers so that they can communicate with each other, share data and information. The Internet is a kind of global system of interconnected computer networks. However, it is not a thing in the legal sense (section 130 par 2 of the Penal Code 21 ). According to Smejkal it is an information and communication system consisting of various entities and objects of legal relations. 22 Likewise email communication or SMS communication (incl. applications such as WhatsApp) is not a thing until it is stored or downloaded on some technical medium (mobile phone, computer, CD, DVD, USB, memory card, etc). So until such communication is withdrawn and is still part of the mailbox on the Internet it is not possible to consider it as a piece of information that would be on the data carrier eg. computer's hard disk and cannot be secured e.g. in the search of premises. To ensure the content of such communication can be through the provisions of section 116 par 6 c.p.c. Similarly it will be treated in the case of the so-called Cloud computing where data is stored on servers on the Internet, when the cloud provider does not have to reside in the territory of the Slovak Republic but anywhere in the world.
The essence of the order under section 116 par 6 c.p.c. is a reasoned injunction to the prosecuting and adjudicating bodies, in purpose to ensure the content relevant to the criminal proceedings (i.e. the conversation of the offender, the annexes in the form of invoices or contracts, etc.) to enter into a specific e-mail box of course when the conditions specified in section 116 par 1 c.p.c., therefore on suspicion of committing the offence referred to therein. Thus the application of the order under section 116 par 6 c.p.c. it is possible to obtain data transmitted via computer system via computer network or data which remain stored within the computer network on the server of the email service provider. The operator may be required within the meaning of section 116 par 2 c.p.c. only traffic data i.e. the IP address, the password in the e-mail box, not the contents of the clipboard.
By contrast, a computer system within the meaning of section 90 c.p.c. is a PC as a functional unit, something different from the computer network through which data is transferred. The data is stored in the computer system and in criminal proceedings, it can be achieved through section 90 c.p.c. Thus everything that is stored on any data carrier (mobile phone, computer, DVD, etc.) is a thing within the meaning of section 130 par 2 of the Penal Code and can be ensured e.g. search of premises or other securing institutes.
So the provisions of section 90 c.p.c. can not be applied to the cases described above. It is not possible to order the suspect to keep the data in his mailbox unchanged, because there are no legal instruments in fact to ascertain whether compliance with this order has been complied with when the prosecuting and adjudicating bodls do not have an email clipboard access.
The provisions of section 90 c.p.c. may not be used in the provision of the contents of mailboxes since the concerned provision applies only to data stored on servers of Internet service providers. The content of email communications located in email clipboard is not an information to which the email service operator should have legal access. Szabová disagrees with this view and analyzes Google's permission in relation to its Gmail product to store the contents of the mailboxes. According to Google's terms and conditions specifically in the section on requests for user data, is modified procedural route "through which it may be forced to rendition the content of such information, such as the content of email communications, documents, videos or photos stored by a Google account user. This procedural route is linked to the institute applied in the U.S. legal environment -with the institute in the form of the inspection order which is modified by the federal law on Personal Data Protection (Electronic Communications Privacy Act) but for the purpose of demonstrating the above presumption that Google imposes an email User communication and has legal access to it, this information appears more than sufficient." 23 In this context, it is also appropriate to mention the decision of the Supreme Court of the Slovak Republic whether or not the provision of a order for securing and notification is necessary to secure information in a issued, withdrawn or secured mobile phone or other technical device. Data on telecommunications in accordance with section 116 c.p.c. in his opinion, there is no need for any further order, for such a procedure would be irrational and duplicative, and would contradict the economy and effectiveness of criminal proceedings. 24
Conflicts with the right to privacy
The legislation of this securing instrument interferes with the right to privacy and the protection of personal data. The Constitution of the Slovak Republic 25 , in art. 19 par 3 sets out three parts of the constitutional right to the protection of personal data, namely the right to protection against their 1. collecting, 2. publication or 3. abuse. While the first two are instantiated directly in the Constitution, the misuse of the data of the person relates to any further treatment of them (different from their collection or publication) if it can be characterized as an abuse. 26 Whenever a public authority is to intervene in the rights or legitimate interests of an individual, it is necessary to examine the lawful constraints of such an intervention, which should be entirely exceptional if the purpose cannot be otherwise achieved and should be subject to scrutiny.
The judgment of the Constitutional Court of the Slovak Republic 27 shows how the evaluated state interference in the right to privacy which is directly related to that securing institute is to be established since the subject of a means of protection under section 90 c.p.c are electronic data of different character (private, working, publicly shared, etc.) stored on one computer/repository. In accordance with the case-law of the European Court of Human Rights different aspects of state interference are explored. First it seeks to ascertain whether the factual situation ratione materiae is part of the right to privacy and consequently the intervention of the state is assessed from the point of view of its legality (whether it was carried out on the basis of the applicable law), legitimacy (intervention corresponds to the aim of protection national security or health or morality protection, etc.) and proportionality (balancing the relationship between individuals right to privacy and the choice of means of achieving the objective). The Constitutional Court in this finding, among others said that: "The state's interest in the protection against criminal offences establishing the legitimacy of interference with the right to privacy in the implementation of certain institutes under the fourth title of the first part of the Criminal procedure (called "Detention of persons and seizure of property") must be put into balance with the severity of the intervention to that right. This means choosing to take action as temperer as possible, which is at the same time capable of ensuring the achievement of the objective pursued, for example by prioritising the act of preservation and rendition of computer data before the institute of delivery and/ or withdrawal of the thing. Otherwise, the non-proportional procedure of the acting authority shall be an infringement of the right to privacy and fair process. "The legislation reflects these requirements and, to achieve the specific objective of obtaining computer data relevant for clarifying criminal activities, determines the means which guarantees the required proportionality, i.e. the act of the preservation and rendition of computer data according to section 90 c.p.c. According to the Constitutional Court of the Slovak Republic the realization of the institute of the preservation and rendition of computer data according to section 90 c.p.c. less intense interference with the right to privacy than eg. rendition of thing according to section 89-91 c.p.c. It allows third parties to apply a less intensive instrument of intervention (the rendition of specific computer data) prior to the rendition of a complete data carrier, which is a last resort solution. The scheme of realization of both securing institutes is different. The demand under section 89 par 3 c.p.c. to render the thing does not need the order or consent of the prosecutor, to withdraw the thing under section 91 par 1 c.p.c. suffice the order of the police authority, issued after the previous voice of the prosecutor, without the prior consent of the prosecutor only, if it was not possible to achieve the consent and the case does not bear the delay. In contrast to the realization of the act of preservation and rendition of computer data according to section 90 c.p.c. it is necessary to commend the prosecutor as the authority exercising supervision of observance of legality.
At transnational level the procedure under section 90 c.p.c. collides with article 8 of the Convention for the Protection of Human rights and fundamental freedoms. 28 "The right to respect private life includes a guarantee of selfdetermination in the sense of the individual's fundamental decision-making. In other words the right to privacy also guarantees the right of an individual to decide whether or not the extent to which the facts and information of his personal privacy are to be disclosed to other entities." 29, 30 The fundamental right defined in this way may be combined with article 19 of the Constitution of the Slovak Republic abbreviated as the right to information self-determination. Even if private conduct takes place in public space -eg. on social networks, consent to the waiver of the right to privacy cannot be inferred. "This sphere can be entered under certain conditions, as there may be facts which may be subject to a legitimate public interest. The social sphere can thus be disturbed by proportional interventions by public authorities in order to protect the interests of the community." 31 The European Court of Human Rights (ECHR) has extended the applicability of privacy rights within the meaning of art. 8 of the Convention on the Protection of Human rights and Fundamental Freedoms, as well as professional activities (e.g. correspondence with a lawyer 32 ) and business activities 33 . Likewise, the concept of correspondence is widely interpreted. The protection of article 8 of the Convention for the Protection of Human rights and Fundamental Freedoms is primarily to protect an individual from arbitrary public intervention. The ECHR understands the notion of "dwelling" within the meaning of article 8 of the Convention for the Protection of Human rights and Fundamental Freedoms not only as a home, but also as an office, company headquarters, branches, vehicle, etc. The concept of correspondence relates both to the documents (in writing) and to the data stored in electronic form or to the list of websites visited by the employee, and the protection is accorded to telephone calls. In addition to the legality and legitimate aim of the breach in this confidential relationship the existence of procedural safeguards in order to ensure that the relationship is not distorted to an unreasonable degree is required by the national authorities of the ECHR to intervene in the right to privacy. 34
Comparison with Czech legislation of preservation and rendition of computer data
Czech legal regulation of "freezing" data necessary for criminal trial is quite new institut (effective from 1 February 2019) so there are no experiences with this preliminary ruling. Prosecuting and adjudicating bodies have been using different measures of criminal law to achieve similar goal such as search of premises, rendition of a thing or seizure of a thing material for criminalproceedings.
By act no. 287/2018 Coll. was introduced into the Czech Criminal Procedure Code (hereinafter the c.c.p.c.) 35 , effective from 1 February 2019, inter alia, a new institute of the type of preliminary ruling, namely the expedited preservation of data stored in a computer system or on a data carrier for criminal trial purposes. According to the explanatory report the new legislation (section 7b par. 1 of the c.c.p.c.) aims to "temporarily prevent the loss, alteration or destruction of data relevant to criminal proceedings (for evidence) in order to preserve the integrity of such data, and until such time as an order to disclose the content of these data to prosecuting and adjudicating bodies is given by the c.c.p.c. provided for in the procedure". 36 Data must be specified in an individual order, which is issued for a limited period of time. Pursuant to Article 16 of the Convention 37 , it is the preservation of stored data that has already been collected -data preservation, thus this provision does not apply to future data or data which are currently being transmitted -data retention. No subsequent order to cancel retention of data is needed as it is set in slovak legislation.
According to section 7b par. 2 c.c.p.c. a person may be ordered to hold or control data stored in a computer system or on a data carrier to prevent other persons from having access to such data if this is necessary to prevent the continuation or recurrence of the crime. According to the Minister of the Interior "the purpose of this institute is to provide for an explicit procedure which, in the case of committing crimes such as offering child pornography on a website, fraudulent e-shops, illegal arms sales or computer virus preventing access to such data." 38
The order is delivered to the person to whom it is directed, ie to the person who holds the data or has it under its control (section 7b par. 5 c.c.p.c.). It may also be ordered to take the necessary measures to prevent disclosure of the data retention order. The prosecuting and adjudicating bodies logically take this step because it is an institute of a preliminary nature and such data processing is not public.
Data retention is a preliminary ruling that provides prosecuting bodies necessary time to subsequently secure data, so it should be kept secret so that others do not attempt to alter or destroy the data.
With regard to main concepts of law such as data, computer system, data carriers, retention of data, cloud storage, czech and slovak legislations are identical.
Conclusion
By implementing article 16 of the Convention on Cybercrime the Slovak Republic has observed its obligations as a member state of the European Union. Thus legal instruments to detect cybercrime through the acquisition of electronic evidence from technical devices exist but the efforts of law enforcement agencies and national authorities are significantly limited by the efforts of the European Union on enhancing privacy including protection of private communications as well as the unwillingness of co-operating companies producing technical equipment as well as the IT skills/abilities of criminals and on the other hand the staffing underpower of these experts in the investigation teams of police. In investigating this criminal activity care must be taken to ensure that the principle of proportionality is respected and that the instruments provided by the criminal prosecuting and adjudicating bodiesare appropriately selected. A national network was established in 2017 to exchange practical knowledge concerning cybercrime, application problems in dealing with these crimes and to support cooperation with the Cybercrime Department of the Police Headquarters to fight cybercrime. According to general prosecutor´s report 39 it can be noted that in recent years there has been no significant increase in cybercrime but this can be mainly due to the latent nature of this kind of criminal activity. In practice indirect cybercrime prevares where the computer system serves as a means of committing crimes previously committed in another environment (e.g. fraud or theft). Property offence with the use of computer systems is still the most common criminal activity because its detection is very demanding in terms of detecting and convicting criminals who are committing criminal activities via the Internet, thus from foreign countries, which in effect also affects the acquisition of evidence, also with regard to the passage of time in relation to the preservation of essential information. Criminals are aware that international cooperation in the field of evidence in these matters is challenging, slow and inefficient. So a significant part of the criminal proceedings are closed by suspension of criminal prosecution. The reason for this is most often the fact that a publicly available IP address belongs to multiple people. Also, the time gap between the committed crime and the first criminal acts plays a significant role.
International legal aid was implemented in criminal matters relating to property crime, Fraud, legalisation of income from crime, dissemination of child pornography, extortion and infringement of copyright.
The challenge for prosecuting and adjudicating bodiesis according to the report the issue of e-filing, electronic data storage, encryption and its impact on criminal proceedings.
